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Part One: Credit Freeze 
Over the past ten years, I have conducted numerous presentations about digital crime to global audiences. The one 
question that I am asked more than any other during these events is:  

“Should I purchase an identity protection service?”  

While this is a personal decision, I always disclose that I do not subscribe to any of these services. I have had a credit 
freeze for several years, and do not require expensive identity protection. I believe that those who have a credit freeze in 
place should not worry about their identity being stolen. Further, I think that a credit freeze is better than the best identity 
monitoring product that will ever exist.  

This document includes an update to the section from my book Personal Digital Security that discusses credit freezes. I 
believe that every U.S. citizen should consider one. I hope that you find value in this tutorial. If you do, please consider 
forwarding a copy of this file to someone that could benefit. If you were given this document, please consider joining my 
free monthly email newsletter at ComputerCrimeInfo.com  

Protecting Your Credit Accounts & Debit Cards  

If a criminal wants to get your money quickly and easily, he or she will target your debit and credit cards. Before the 
popularity of the internet, this required physical access to your wallet or purse. A victim would know right away that a 
card should be cancelled and the damage would be minimal if caught early. A criminal would risk capture by attempting 
charges on the cards in person. Today, possession of your cards is not necessary. The internet has created a new avenue 
to obtain and spend the money in your accounts. This may occur without any indication of problems on your end. This 
chapter will present the tools that you need to protect your credit and make you practically invulnerable to identity theft.  

Free Credit Report  

Before I discuss the techniques that will protect you, you should take a good look at your current credit report. This will 
identify all of your current open accounts and may identify any problems or fraudulent activity. There are several websites 
that offer a free credit report. Most of these will try to convince you to sign up for premium offers and never offer an 
actual free credit report. The only official government supported and truly free credit report website is at 
annualcreditreport.com. This website allows you to view your credit report, without any fee, once yearly from each of the 
three credit bureaus. This means that you actually can get three free credit reports every year. Instead of viewing all three 
reports at the same time, create a schedule to spread out the viewings. I recommend the following.  

First, I recommend obtaining your entire credit report from Equifax at https://www.annualcreditreport.com. This free 
report should be used to identify any unknown uses of your identity. If you do not want to submit the request online, you 
can use the form at https://www.annualcreditreport.com/manualRequestForm.action to mail in the submission. 

I recommend that you consider closing any unused open credit accounts. The only exception would be whichever account 
has been opened the longest. If you have an unused account that has been open for ten years without any problems, you 
may consider leaving that account open. This will help your credit score, whereas closing your oldest account could 
decrease your score. Closing other unused accounts will provide fewer options for fraud. If you possess a credit line with 
a local bank that is never used, and that bank experiences an intrusion into their system, you may be victimized for weeks 
without knowing. The fewer open accounts that you have will result in fewer opportunities for financial fraud. Personally, 
my priority would be to close any specialty store accounts that you may have opened because of a sales discount, a free 
promotional item, or a pushy sales person.  

Analyze your entire credit report for any errors. Occasional typos are common, and should not create panic. When I first 
viewed my own report, I discovered that someone else was using my social security number. I was immediately concerned 
and began to contact the credit bureaus. I quickly discovered that the “suspect” was someone with a SSN almost identical 
to mine, and someone had mistyped a number at some point. This will happen, and it is not an indication of fraud. You 
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should focus on the open accounts. If you see that you possess a line of credit at a bank that you have never heard of, 
then you should be concerned. If you discover anything suspicious, contact the credit bureau that reported the potential 
fraud. They all have a fraud division that will assist with identifying the problem and resolving it. Each situation will be 
unique and one vague example here would not necessarily apply to you. You should also contact any financial institution 
that hosts the fraudulent account and notify them of the issue. You will be mailed paperwork to validate that the account 
was not opened by you. The process of closing the account will move quickly after that. If you do discover fraud on your 
credit report, I recommend that you immediately request your report from the other two credit bureaus. This may identify 
additional fraud that was not listed on the first bureau’s report. If you do not discover fraud, I suggest that you wait a few 
months before you view the next report. This allows you to continuously monitor your credit throughout the year. 
Keeping an eye on your credit report is one of the most important tips that I mention in my public speaking appearances.  

Credit Opt-Out  

Under the Fair Credit Reporting Act (FCRA), the consumer credit reporting companies are permitted to include your 
name on lists used by creditors or insurers to make firm offers of credit or insurance that are not initiated by you. These 
are the pre-approved credit and insurance offers that you receive in the mail. They are often physically stolen by street 
criminals and submitted to receive a credit card in your name at their address. The FCRA also provides you the right to 
opt-out, which prevents consumer credit reporting companies from providing your credit file information to businesses.  

Through the website optoutprescreen.com, you may request to opt-out from receiving such offers for five years. If you 
want to opt-out permanently, you can print a form that you must send through postal mail. If you choose to opt-out, you 
will no longer be included in offer lists provided by consumer credit reporting companies. The process is easy.  

Credit Freeze  

During my training sessions, people often ask about paid services such as Lifelock and Identity Guard. They want to 
know how effective they are at protecting a person’s identity. These services can be very effective, but you pay quite a 
premium for that protection. A more effective solution is a credit freeze. This service is easy, free, and reversible. A credit 
freeze, also known as a credit report freeze, credit report lock down, credit lock down, credit lock, or a security freeze, 
allows an individual to control how a U.S. consumer reporting agency is able to sell his or her data. This applies to the 
three big credit bureaus (Equifax, Experian, and TransUnion). The credit freeze locks the data at the consumer reporting 
agency until an individual gives permission for the release of the data.  

Basically, if your information stored by the three credit reporting bureaus is not available, no institution will allow the 
creation of a new account with your identity. This means no credit cards, bank accounts, or loans will be approved. In 
many cases if someone tries to use your identity but cannot open any new services, they will find someone else to exploit. 
We can think of no better motivation to freeze your credit than knowing that no one can open new lines of credit in your 
name. This does NOT affect your current accounts or credit score.  

A credit freeze also provides a great layer of privacy protection. If companies cannot gain access to your credit report, 
they cannot identify you as a pre-approved credit recipient. This will eliminate many offers mailed to your home. This 
will also remove you from various databases identifying you as a good credit card candidate. Credit freezes are extremely 
easy today thanks to State laws that mandate the credit bureaus cooperation. This section will walk you through the 
process.  

Now that credit reports are free due to a new federal law (https://www.congress.gov/bill/115th-congress/senate-
bill/2155), I feel it is time to execute credit freezes in all possible locations. 

First, submit a credit freeze at the “big three” credit bureaus via their online submission options, telephone, or postal mail 
at the following resources. 
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Equifax 
Online: https://www.freeze.equifax.com 
By phone: 800-685-1111 
By Mail: Equifax Security Freeze 
P.O. Box 105788 
Atlanta, Georgia 30348-5788 

Experian 
Online: https://www.experian.com/freeze/center.html 
By phone: 888-397-3742 
By Mail: Experian Security Freeze 
P.O. Box 9554, Allen, TX 75013 

TransUnion 
Online: https://service.transunion.com/dss/orderStep1_form.page 
By Phone: 888-909-8872 
By Mail: TransUnion LLC 
P.O. Box 2000 Chester, PA 19016 

Be sure to properly store the PIN provided to you (usually sent via mail). You will need this to un-freeze your credit if 
desired. Next, submit a freeze request to the “small three” credit bureaus at the following resources. 

Innovis 
Online: https://www.innovis.com/personal/securityFreeze 
By Phone: 800-540-2505 
By Mail: Innovis Consumer Assistance 
PO Box 26, Pittsburgh, PA, 15230-0026 
https://www.innovis.com/assets/InnovisSecurityFreezeRequest-110141767716e41ac7d862e221ac5831.pdf 

Chex 
Online: https://www.chexsystems.com/web/chexsystems/consumerdebit/page/securityfreeze/placefreeze/ 
By Phone: 800-887-7652 
By Mail: Chex Systems, Inc. Attn: Security Freeze Department 
7805 Hudson Road, Suite 100, Woodbury, MN 55125 

NCTUE 
Online: https://www.nctue.com/Consumers 
By Phone: 866-349-5355 
By Mail: NCTUE Security Freeze 
P.O. Box 105561, Atlanta, GA 30348 

After you have received confirmation that the six credit bureaus have placed a freeze on your credit, navigate back to 
https://www.annualcreditreport.com and request your free credit report from Experian. This report should acknowledge 
that a freeze is successfully in place. In a few months, repeat the process for Transunion. You are allowed one free report 
from each of the three providers every year. 

I cannot stress the importance of a credit freeze enough. Anyone with a SSN should submit one right away. The new 
federal law also mandates that any child with a SSN under the age of 16 can also have a free credit freeze. I highly 
recommend locking down the entire family. 
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Personal Data Removal 
 
The removal process of your information is usually easy, with a few exceptions. Most services will offer you a website to 
request they remove your details. These direct links are often hidden within fine print or rarely visited pages. My goal in 
this workbook is to take the research out of the removal process and simply tell you where to start. Instead of explaining 
each step of the process for every service, I decided to compress this information throughout this workbook. Each 
removal summary will display several pieces of information about each service that I have identified. The following 
structure outlines the data that is displayed throughout this chapter. The final line will have blank forms for you to 
document your work and successful removals.  
 
Service: The name of the service    Category: The type of website 
Website: The website of the service  
Removal Link: The direct link for online removal, if available 
Privacy Policy: Page containing detailed instructions 
Email Address: Any email addresses that will reach an employee responsible for removal 
Requirements: Any special requirements, such as a copy of an ID or written request  
Notes: Any special instructions 
Date: (date of request) Response: (response received) Verified: (confirm removal) 
 
The “Date” field should list the date that you submitted the removal request. The “Response” should include any details 
received from the service after your submission. The “Verified” option should be used to “check-off” that service after 
you have confirmed that your details have been removed. All resources are listed in alphabetical order for easy reference. 
 
The data supplied in the email address field could be used for unsuccessful removal attempts. If the official removal 
process for that service does not meet your needs, I recommend sending an email to the company. I have tried to locate 
email addresses of employees that appear to be responsible for removal requests. I suggest the following message be sent 
from the anonymous email address that you created earlier. 
 
I have been unsuccessful in removing my personal information from your website. Per the information provided from 
your legal privacy policy, please remove the following details from your service. 
 
Full Name (As appears on their service) 
Physical Address (As appears on their service) 
Telephone Number (ONLY if it appears on their service) 
Email Address (ONLY if it appears on their service)  
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Service:  411      Updated: October 2018 
Website: 411.com 
Removal Link: None 
Privacy Policy: www.whitepagescustomers.com/data-policy/ 
Email Address: support@whitepages.com 
Requirements: Online submission 
Notes: Remove entry from whitepages.com 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  411 Info     Updated: October 2018 
Website: 411.info 
Removal Link: 411.info/manage/ 
Privacy Policy: 411.info/privacy/  
Email Address: support@411.info, admin@411.info 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Accutellus      Updated: October 2018 
Website: accutellus.com 
Removal Link: accutellus.com/opt_out_request.php 
Privacy Policy: www.accutellus.com/terms.php 
Email Address: Unknown 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Addresses     Updated: October 2018 
Website: addresses.com 
Removal Link: addresses.com/optout.php 
Privacy Policy: www.addresses.com/terms.php 
Email Address: support@addresses.com, admin@addresses.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Address Search    Updated: October 2018 
Website: addresssearch.com 
Removal Link: addresssearch.com/remove-info.php 
Privacy Policy: www.addresssearch.com/privacy-policy.php 
Email Address: support@addresssearch.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Advanced Background Checks  Updated: October 2018 
Website: advancedbackgroundchecks.com 
Removal Link: https://www.advancedbackgroundchecks.com/removal 
Privacy Policy: www.advancedbackgroundchecks.com/privacy 
Email Address: Unknown 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
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Service:  All People     Updated: October 2018 
Website: https://allpeople.com/ 
Removal Link: Embedded 
Privacy Policy: https://allpeople.com/privacy 
Email Address: webmaster@allpeople.com 
Requirements: Online submission 
Notes: Select profile and choose “Remove Listing”. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Anywho     Updated: October 2018 
Website: anywho.com 
Removal Link: None 
Privacy Policy: corporate.yp.com/privacy-policy/ 
Email Address: ypcsupport@yp.com, press@yp.com 
Requirements: Online submission 
Notes: Select profile and choose “Remove Listing”. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  All Area Codes     Updated: October 2018 
Website: https://www.allareacodes.com/ 
Removal Link: https://www.allareacodes.com/remove_name.htm 
Privacy Policy: https://www.allareacodes.com/policies.htm 
Email Address: https://www.allareacodes.com/contact_us.htm 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Ancestry     Updated: October 2018 
Website: ancestry.com 
Removal Link: None 
Privacy Policy: www.ancestry.com/cs/legal/privacystatement 
Email Address: support@ancestry.com, customersolutions@ancestry.com 
Requirements: Email submission 
Notes: Send message to both email addresses requesting specific information removal. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Archives      Updated: October 2018 
Website: archives.com 
Removal Link: archives.com/optout 
Privacy Policy: www.archives.com/privacy 
Email Address: privacy@archives.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service: Axciom     Updated: October 2018 
Website: www. acxiom.com 
Removal Link: www.isapps.acxiom.com/optout/optout.aspx 
Privacy Policy: www.acxiom.com/about-acxiom/privacy/us-products-privacy-policy/ 
Email Address: consumeradvo@acxiom.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
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Service:  Background Alert    Updated: December 2018 
Website: https://www.backgroundalert.com 
Removal Link: https://www.backgroundalert.com/optout/ 
Privacy Policy: https://www.backgroundalert.com/privacy 
Email Address: customerservice@backgroundalert.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Background Check    Updated: December 2018 
Website: https://backgroundcheck.run/ 
Removal Link: Within result 
Privacy Policy: https://backgroundcheck.run/pg/privacy 
Email Address: https://backgroundcheck.run/pg/contact 
Requirements: Online submission 
Notes: Online removal tool will complete the process. Lookup name and select “Control this profile". 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  BackVerify     Updated: October 2018 
Website: www.backverify.com 
Removal Link: None 
Privacy Policy: www.backverify.com/Home/PrivacyPolicy/ 
Email Address: support@backverify.com 
Requirements: Email submission or call 877-249-8142 / 888-283-2315 
Notes: Send email with removal request. Removes data from several subsidiaries. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Been Verified     Updated: October 2018 
Website: www.beenverified.com 
Removal Link: www.beenverified.com/faq/opt-out/ 
Privacy Policy: www.beenverified.com/privacy 
Email Address: privacy@beenverified.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  BlockShopper     Updated: October 2018 
Website: blockshopper.com 
Removal Link: None 
Privacy Policy: blockshopper.com/privacy-policy 
Email Address: scarlett@blockshopper.com 
Requirements: Email submission 
Notes: Send email with removal request. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Buzzfile     Updated: October 2018 
Website: buzzfile.com 
Removal Link: http://www.buzzfile.com/Company/Remove 
Privacy Policy: http://www.buzzfile.com/TermsOfUse#PrivacyPolicy 
Email Address: info@buzzfile.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
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Service:  Caller Smart     Updated: October 2018 
Website: https://www.callersmart.com 
Removal Link: https://www.callersmart.com/opt-out 
Privacy Policy: https://www.callersmart.com/privacy/ 
Email Address: feedback@callersmart.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Catalog Choice    Updated: October 2018 
Website: catalogchoice.org 
Removal Link: None 
Privacy Policy: www.catalogchoice.org/privacy 
Email Address: support@catalogchoice.org 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Check People     Updated: October 2018 
Website: https://www.checkpeople.com 
Removal Link: https://www.checkpeople.com/opt-out 
Privacy Policy: https://www.checkpeople.com/company/privacy-policy  
Email Address: support@checkpeople.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Check Them     Updated: October 2018 
Website: https://www.checkthem.com 
Removal Link: https://www.checkthem.com/optout/ 
Privacy Policy: https://www.checkthem.com/privacy/ 
Email Address: support@checkthem.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  City-Data     Updated: October 2018 
Website: https://www.city-data.com 
Removal Link: https://www.advameg.com 
Privacy Policy: http://www.city-data.com/terms.html#priv 
Email Address: others@city-data.com, legal@city-data.com 
Requirements: Online submission 
Notes: Go to www.advameg.com and submit an opt-out request. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Complete Investigation Services  Updated: October 2018 
Website: www.cisnationwide.com 
Removal Link: cisnationwide.com/optout.html 
Privacy Policy: cisnationwide.com/privacy.html 
Email Address: support@cisnationwide.com 
Requirements: Fax submission 
Notes: Fax required documents to 888-446-1229. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
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Service:  Confidential Phone Lookup   Updated: October 2018 
Website: https://www.confidentialphonelookup.com 
Removal Link: Highlight entry and click "Do Not Display" 
Privacy Policy: https://www.confidentialphonelookup.com/privacy/ 
Email Address: https://www.confidentialphonelookup.com/contact/ 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Core Logic     Updated: October 2018 
Website: www.corelogic.com 
Removal Link: None 
Privacy Policy: www.corelogic.com/privacy.aspx 
Email Address: privacy@ebureau.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Cubib      Updated: October 2018 
Website: www.cubib.com 
Removal Link: cubib.com/optout.php 
Privacy Policy: cubib.com/contact.php 
Email Address: support@cubib.com / support@usdata.online 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Data Detective    Updated: October 2018 
Website: datadetective.com 
Removal Link: www.datalogix.com/privacy/#opt-out-landing 
Privacy Policy: www.datalogix.com/privacy/ 
Email Address: Unknown 
Requirements: Fax submission 
Notes: Fax required documents under “Opt Out Policy” to (617) 507-0410. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Datalogix     Updated: October 2018 
Website: datalogix.com 
Removal Link: None 
Privacy Policy: www.interactivedata.com/privacy-policy/ 
Email Address: support@datalogix.com 
Requirements: Online submission 
Notes: Follow instructions under “Choice” section of removal link. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  DataChk     Updated: October 2018 
Website: www.datacheckinc.com 
Removal Link: None 
Privacy Policy: www.datacheckinc.com/privacy.php 
Email Address: support@datachk.com 
Requirements: Online submission 
Notes: Send email with removal request. Removes data from several subsidiaries. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 



Hiding From The Internet | Personal Data Removal Workbook | IntelTechniques.com 

Service:  DirectMail     Updated: October 2018 
Website: directmail.com 
Removal Link: directmail.com/directory/mail_preference/ 
Privacy Policy: www.directmail.com/privacypolicy/ 
Email Address: donotmaillist@directmail.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  DMA Choice     Updated: October 2018 
Website: dmachoice.org 
Removal Link: www.ims-dm.com/cgi/dncc.php 
Privacy Policy: www.dmachoice.org/static/privacy_policy.php 
Email Address: ethics@the-dma.org 
Requirements: Online submission 
Notes: Follow instructions on removal link. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Discoverthem     Updated: October 2018 
Website: discoverthem.com 
Removal Link: discoverthem.com/ra.php 
Privacy Policy: discoverthem.com/privacy.php  
Email Address: info@DiscoverThem.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service: DOB Search     Updated: October 2018 
Website: www.dobsearch.com 
Removal Link: Embedded into results 
Privacy Policy: www.dobsearch.com/privacy.php 
Email Address: support@dobsearch.com 
Requirements: Online submission 
Notes: Search your name and click “Manage my listings” at bottom. Follow instructions. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  EBureau     Updated: October 2018 
Website: ebureau.com 
Removal Link: www.ebureau.com/privacy-center/opt-out 
Privacy Policy: www.ebureau.com/privacy-center 
Email Address: Unknown 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Email Finder     Updated: October 2018 
Website: emailfinder.com 
Removal Link: https://www.intelius.com/optout 
Privacy Policy: www.emailfinder.com/privacypolicy.shtml 
Email Address: Unknown 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
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Service:  Epsilon-Main     Updated: October 2018 
Website: epsilon.com 
Removal Link: None 
Privacy Policy: www.epsilon.com/privacy-policy/ 
Email Address: optout@epsilon.com 
Requirements: Email submission 
Notes: Send email with “Removal” as the subject. Include name and address. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Epsilon-Abacus    Updated: October 2018 
Website: epsilon.com 
Removal Link: None 
Privacy Policy: www.epsilon.com/privacy-policy/ 
Email Address: abacusoptout@epsilon.com 
Requirements: Email submission 
Notes: Send email with “Removal” as the subject. Include name and address. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Epsilon-CFD     Updated: October 2018 
Website: epsilon.com 
Removal Link: None 
Privacy Policy: www.epsilon.com/privacy-policy/ 
Email Address: dataoptout1@epsilon.com 
Requirements: Email submission 
Notes: Send email with “Removal” as the subject. Include name and address. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Epsilon-Shopper    Updated: October 2018 
Website: epsilon.com 
Removal Link: None 
Privacy Policy: www.epsilon.com/privacy-policy/ 
Email Address: contactus@shoppers-voice.com 
Requirements: Email submission 
Notes: Send email with “Removal” as the subject. Include name and address. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  FamilySearch     Updated: October 2018 
Website: www.familysearch.org 
Removal Link: None 
Privacy Policy: familysearch.org/privacy 
Email Address: RochaJL@familysearch.org, DataPrivacyOfficer@ldschurch.org 
Requirements: Email submission 
Notes: Send email with removal request. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Family Tree Now    Updated: October 2018 
Website: familytreenow.com 
Removal Link: www.familytreenow.com/optout 
Privacy Policy: www.familytreenow.com/privacy 
Email Address: www.familytreenow.com/contact 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
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Service:  Findera     Updated: October 2018 
Website: findera.com 
Removal Link: None 
Privacy Policy: https://findera.com/privacy 
Email Address: team@findera.com 
Requirements: Email submission 
Notes: Send email with removal request. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Find Local People    Updated: October 2018 
Website: https://www.findlocalpeople.com 
Removal Link: https://www.findlocalpeople.com/people-locator/change-listing.html 
Privacy Policy: https://www.findlocalpeople.com/people-locator/privacy-rights.html 
Email Address: https://www.findlocalpeople.com/people-locator/contact-us.html 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Find People Search    Updated: October 2018 
Website: findpeoplesearch.com 
Removal Link: findpeoplesearch.com/customerservice/ 
Privacy Policy: http://www.findpeoplesearch.com/privacy 
Email Address: support@ findpeoplesearch.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Free Background Checks   Updated: October 2018 
Website: freebackgroundcheck.us 
Removal Link: None 
Privacy Policy: freebackgroundcheck.us/terms.php 
Email Address: info@peepdb.com 
Requirements: Fax submission 
Notes: Fax submission based on instruction listed on Privacy Policy page to 617-933-9946. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Free Phone Tracer    Updated: October 2018 
Website: www. freephonetracer.com 
Removal Link: freephonetracer.com/FCPT.aspx?_act=Optout 
Privacy Policy: freephonetracer.com/FCPT.aspx?_act=PrivacyPolicy 
Email Address: privacy@ freephonetracer.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Free Phone Search    Updated: October 2018 
Website: https://www.phonesearchfree.com 
Removal Link: https://www.phonesearchfree.com/opt-out 
Privacy Policy: https://www.phonesearchfree.com/privacy 
Email Address: customercare@PhoneSearchFree.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
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Service:  Full Name Directory    Updated: October 2018 
Website: www.fullnamedirectory.com 
Removal Link: https://www.dobsearch.com/remove 
Privacy Policy: https://www.fullnamedirectory.com/terms.php 
Email Address: support@dobsearch.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  GoLookup     Updated: October 2018 
Website: golookup.com/ 
Removal Link: golookup.com/support/optout 
Privacy Policy: golookup.com/support/privacy-policy 
Email Address: support@golookup.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Haines & Company     Updated: October 2018 
Website: haines.com 
Removal Link: None 
Privacy Policy: None 
Email Address: criscros@haines.com, info@haines.com, custserv@haines.com 
Requirements: Email submission 
Notes: Send email with name and address and request to be removed from all databases. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Info-Tracing     Updated: December 2018 
Website: https://info-tracing.com 
Removal Link: None 
Privacy Policy: https://info-tracing.com/privacy-policy 
Email Address: info-tracing@outlook.com 
Requirements: Email submission 
Notes: Send email with “Opt-Out” as the subject. Include name and address. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Infogroup     Updated: October 2018 
Website: infogroup.com 
Removal Link: None 
Privacy Policy: www.infogroup.com/privacy-policy 
Email Address: contentfeedback@infogroup.com 
Requirements: Email submission 
Notes: Send email with “Opt-Out” as the subject. Include name and address. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Infopay/EVerify    Updated: October 2018 
Website: everify.com 
Removal Link: www.everify.com/opt_out_form.pdf 
Privacy Policy: www.everify.com/legal.php 
Email Address: privacy@cisnationwide.com  
Requirements: Postal mail or fax submission 
Notes: Print form, complete, and mail to listed address or fax to 888-446-1229. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
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Service: Infospace     Updated: October 2018 
Website: infospace.com 
Removal Link: infospace.intelius.com/optout.php 
Privacy Policy: support.infospace.com/privacy 
Email Address: support@infospace.com, info@infospace.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service: Infotracer     Updated: October 2018 
Website: infotracer.com 
Removal Link: https://infotracer.com/opt_out_form.pdf 
Privacy Policy: https://members.infotracer.com/customer/terms?tab=privacy 
Email Address: https://members.infotracer.com/customer/help 
Requirements: Online submission 
Notes: Fax submission to 617-933-994 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Instant Check Mate    Updated: October 2018 
Website: instantcheckmate.com 
Removal Link: instantcheckmate.com/optout 
Privacy Policy: www.instantcheckmate.com/privacy_policy/ 
Email Address: privacy@instantcheckmate.com, support@instantcheckmate.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Intelius     Updated: October 2018 
Website: intelius.com 
Removal Link: www.intelius.com/optout.php 
Privacy Policy: www.intelius.com/privacy.php 
Email Address: privacy@intelius.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Interactive Data    Updated: October 2018 
Website: interactivedata.com 
Removal Link: None 
Privacy Policy: www.interactivedata.com/privacy-policy/ 
Email Address: Investor.Relations@interactivedata.com 
Requirements: Postal mail submission 
Notes: Send opt-out form to address on privacy page. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  John Doe     Updated: October 2018 
Website: johndoe.com 
Removal Link: https://johndoe.com/optout_request 
Privacy Policy: https://johndoe.com/privacy 
Email Address: info@JohnDoe.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
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Service:  Lead Ferret     Updated: October 2018 
Website: leadferret.com 
Removal Link: None 
Privacy Policy: https://leadferret.com/privacy/ 
Email Address: removeme@leadferret.com 
Requirements: Email submission 
Notes: Email request required. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  LexisNexis/Accurint    Updated: October 2018 
Website: lexisnexis.com 
Removal Link: lexisnexis.com/opt-out-public-facing-products 
Privacy Policy: www.lexisnexis.com/en-us/terms/privacy-policy.page 
Email Address: privacy.information.mgr@lexisnexis.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. You can upload digital documents. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  LexisNexis Direct Marketing   Updated: October 2018 
Website: www.lexisnexis.com 
Removal Link: www.lexisnexis.com/privacy/directmarketingopt-out.aspx 
Privacy Policy: www.lexisnexis.com/privacy/ 
Email Address: privacy.information.mgr@lexisnexis.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  LexisNexis People Locator   Updated: October 2018 
Website: lexisnexis.com 
Removal Link: None 
Privacy Policy: www.lexisnexis.com/privacy/ 
Email Address: remove@prod.lexisnexis.com 
Requirements: Postal mail submission 
Notes: Follow instructions at lexis-nexis.com/clients/iip/removingInfo.htm 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service: Locate Family     Updated: October 2018 
Website: https://www.locatefamily.com 
Removal Link: https://www.locatefamily.com/removal.html 
Privacy Policy: https://www.locatefamily.com/privacy_policy.html 
Email Address: https://www.locatefamily.com/contact.html 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service: Lookup     Updated: October 2018 
Website: lookup.com 
Removal Link: http://www.lookup.com/optout.php 
Privacy Policy: www. lookup.com/privacy.php 
Email Address: optout@ussearch.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 



Hiding From The Internet | Personal Data Removal Workbook | IntelTechniques.com 

Service:  Lookup Anyone    Updated: October 2018 
Website: lookupanyone.com 
Removal Link: https://www.intelius.com/optout 
Privacy Policy: www.lookupanyone.com/privacy-faq.php 
Email Address: support@lookupanyone.com, info@lookupanyone.com 
Requirements: Online Submission 
Notes: Online removal tool will complete the process. Emails will ensure deletion. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Makelia     Updated: October 2018 
Website: makelia.com 
Removal Link: None 
Privacy Policy: https://makelia.com/optout.php 
Email Address: info@makelia.com 
Requirements: Email Submission 
Notes: Locate link to your profile, email info@makelia.com with the subject line: removal 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Melissa Data     Updated: October 2018 
Website: melissadata.com 
Removal Link: None 
Privacy Policy: www.melissa.com/privacy.html 
Email Address: paul.nelson@melissa.com or brett.mcwhorter@melissa.com 
Requirements: Email Submission 
Notes: Send email with removal request. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Moment Verify    Updated: October 2018 
Website: momentverify.com 
Removal Link: None 
Privacy Policy: http://www.momentverify.com/Home/PrivacyPolicy 
Email Address: support@momentverify.com 
Requirements: Email Submission 
Notes: Send email with removal request. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  MyHeritage     Updated: October 2018 
Website: http://myheritage.com 
Removal Link: None 
Privacy Policy: https://www.myheritage.com/FP/Company/popup.php?p=privacy_policy 
Email Address: support@myheritage.com 
Requirements: Email Submission 
Notes: Send email with removal request. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  MyLife     Updated: October 2018 
Website: www.mylife.com 
Removal Link: None 
Privacy Policy: www.mylife.com/privacy-policy/ 
Email Address: privacy@mylife.com 
Requirements: Email submission 
Notes: Send email with removal request. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
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Service:  Net2mobiles     Updated: December 2018 
Website: http://www.net2mobiles.com/ 
Removal Link: None 
Privacy Policy: http://www.net2mobiles.com/privacy 
Email Address: wwwnet2mobiles@gmail.com 
Requirements: Email submission 
Notes: Send email with removal request. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Neighbor Report    Updated: October 2018 
Website: neighbor.report 
Removal Link: https://neighbor.report/remove 
Privacy Policy: None 
Email Address: support@ gew3.org 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Number 2 Name    Updated: October 2018 
Website: www.number2name.com 
Removal Link: none 
Privacy Policy: http://number2name.com/about 
Email Address: dataoptout@infopay.com 
Requirements: Email submission 
Notes: Send email with removal request. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Nuwber     Updated: October 2018 
Website: www.nuwber.com 
Removal Link: nuwber.com/removal/link 
Privacy Policy: nuwber.com/policy 
Email Address: support@nuwber.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Old Friends     Updated: October 2018 
Website: https://old-friends.co/ 
Removal Link: https://old-friends.co/ 
Privacy Policy: https://old-friends.co/TOS.php 
Email Address: support@old-friends.co 
Requirements: Online submission (Hover over name) 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  OneRep     Updated: October 2018 
Website: onerep.com 
Removal Link: https://wiki.onerep.com 
Privacy Policy: onerep.com/privacy-policy 
Email Address: west.privacypolicy@thomson.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
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Service:  PCCare99     Updated: October 2018 
Website: https://pccare99.com 
Removal Link: NONE 
Privacy Policy: https://pccare99.com/privacy 
Email Address: panchamithracreators@gmail.com 
Requirements: Email submission 
Notes: Send email with removal request. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  PeekYou     Updated: October 2018 
Website: peekyou.com 
Removal Link: www.peekyou.com/about/contact/optout/ 
Privacy Policy: www.peekyou.com/privacy 
Email Address: support@peekyou.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  People By Name    Updated: October 2018 
Website: www.peoplebyname.com 
Removal Link: www.peoplebyname.com/remove.php 
Privacy Policy: www.peoplebyname.com/privacy.php 
Email Address: support@peoplebyname.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  People By Phone    Updated: October 2018 
Website: https://www.peoplebyphone.com 
Removal Link: https://www.peoplebyphone.com/removal/ 
Privacy Policy: https://www.peoplebyphone.com/terms-and-condition/ 
Email Address: support@peoplebyphone.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service: People Finder     Updated: October 2018 
Website: peoplefinder.com 
Removal Link: peoplefinder.com/optout.php 
Privacy Policy: peoplefinder.com/privacy/ 
Email Address: support@peoplefinder.com, info@peoplefinder.com 
Requirements: Online submission, email verification 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  People Finders    Updated: October 2018 
Website: peoplefinders.com 
Removal Link: none 
Privacy Policy: www.peoplefinders.com/privacy.aspx  
Email Address: support@peoplefinders.com 
Requirements: Mail submission: http://www.people-finders.ws/privacy.aspx 
Notes: Select your profile, click “This is me”, then “Opt-out my info”. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
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Service:  People Looker     Updated: October 2018 
Website: peoplelooker.com 
Removal Link: www.peoplelooker.com/f/optout/search 
Privacy Policy: peoplelooker.com/privacy-policy/ 
Email Address: west.privacypolicy@thomson.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service: People Lookup    Updated: October 2018 
Website: peoplelookup.com 
Removal Link: None 
Privacy Policy: www.peoplelookup.com/privacy.php 
Email Address: support@peoplelookup.com, info@peoplelookup.com 
Requirements: Fax submission 
Notes: Send your custom opt-out request form via fax to 425-974-6194 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service: People Maven     Updated: October 2018 
Website: peoplemaven.com 
Removal Link: https://goo.gl/forms/d2gQFkNqXBoblYKP2 
Privacy Policy: https://www.peoplemaven.com/privacy 
Email Address: support@peoplemaven.com, info@peoplemaven.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  People Search Detective   Updated: October 2018 
Website: https://www.peoplesearchdetective.com/ 
Removal Link: https://www.peoplesearchdetective.com/research/change-listing.html 
Privacy Policy: https://www.peoplesearchdetective.com/research/privacy-policy.html 
Email Address: https://www.peoplesearchdetective.com/research/contact-us.html 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  People Search Expert    Updated: December 2018 
Website: https://www.peoplesearchexpert.com 
Removal Link: (Appears on result page) 
Privacy Policy: https://www.peoplesearchexpert.com/privacy-policy 
Email Address: support@ peoplesearchexpert.com, info@ peoplesearchexpert.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  People Search Now    Updated: October 2018 
Website: peoplesearchnow.com 
Removal Link: https://www.peoplesearchnow.com/opt-out 
Privacy Policy: www.peoplesearchnow.com/privacy 
Email Address: support@peoplesearchnow.com, info@peoplesearchnow.com 
Requirements: Postal mail submission 
Notes: Complete form and mail to listed address. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
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Service:  People Search Site    Updated: October 2018 
Website: https://www.peoplesearchsite.com/ 
Removal Link: Embedded in profile 
Privacy Policy: https://www.peoplesearchsite.com/privacy 
Email Address: info@peoplesearchsite.com 
Requirements: Online submission 
Notes: Click the opt-out link (bottom right of profile), and follow instructions.  
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  People Seeks     Updated: October 2018 
Website: peopleseeks.com 
Removal Link: http://www.peopleseeks.com/removal.php 
Privacy Policy: none 
Email Address: support@peopleseeks.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  People Smart     Updated: October 2018 
Website: peoplesmart.com 
Removal Link: www.peoplesmart.com/optout-go 
Privacy Policy: www.peoplesmart.com/privacy-policy 
Email Address: privacy@peoplesmart.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  People Trace UK    Updated: October 2018 
Website: www.peopletraceuk.com 
Removal Link: www.peopletraceuk.com/Record_Removal_Request.asp 
Privacy Policy: www.peopletraceuk.com/Privacy_Policy.asp 
Email Address: support@peopletraceuk.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  People Wiz     Updated: October 2018 
Website: https://www.peoplewhiz.com 
Removal Link: https://www.peoplewhiz.com/remove-my-info 
Privacy Policy: https://www.peoplewhiz.com/privacy 
Email Address: info@PeopleWhiz.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Persopo     Updated: October 2018 
Website: www.persopo.com 
Removal Link: None 
Privacy Policy: info.persopo.com/privacy-policy.html 
Email Address: support@persopo.com 
Requirements: Email submission 
Notes: Send email with removal request. Removes data from several subsidiaries. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
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Service: Phone Addresses    Updated: October 2018 
Website: https://phone-address.com 
Removal Link: Click the trashcan icon to the right of your entry 
Privacy Policy: None 
Email Address: None 
Requirements: Online submission 
Notes: Click the trashcan icon to the right of your entry 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Phone Detective    Updated: October 2018 
Website: phonedetective.com 
Removal Link: www.phonedetective.com/PD.aspx?_act=OptOut 
Privacy Policy: www.phonedetective.com/PD.aspx?_act=PrivacyPolicy 
Email Address: privacy@phonedetective.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service: Phone Number    Updated: October 2018 
Website: phonenumber.com 
Removal Link: None 
Privacy Policy: www.whitepagescustomers.com/data-policy/ 
Email Address: support@phonenumber.com, support@whitepages.com 
Requirements: Online submission 
Notes: Remove entry from whitepages.com 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service: Phone Number Data    Updated: October 2018 
Website: http://www.phonenumberdata.net/ 
Removal Link: None 
Privacy Policy: http://www.phonenumberdata.net/privacy-policy.html 
Email Address: phonenumberdata@live.com 
Requirements: Email submission 
Notes: Send email with removal request. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Phone Owner     Updated: October 2018 
Website: phoneowner.com 
Removal Link: None 
Privacy Policy: phoneowner.com/page/privacy 
Email Address: customer-service@phoneowner.com 
Requirements: Email submission 
Notes: Send email with removal request. Removes data from several subsidiaries. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Phone Search Free    Updated: October 2018 
Website: www.phonesearchfree.com 
Removal Link: www.phonesearchfree.com/opt-out 
Privacy Policy: www.phonesearchfree.com/privacy 
Email Address: support@phonesearchfree.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
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Service:  Phonebook (BT)    Updated: October 2018 
Website: https://www.thephonebook.bt.com/person/ 
Removal Link: https://www.productsandservices.bt.com/consumer/edw/privacypolicy/copyform/bt/#/ 
Privacy Policy: https://www.productsandservices.bt.com/privacy-policy/ 
Email Address: support@ productsandservices.bt.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Pipl      Updated: October 2018 
Website: pipl.com 
Removal Link: None 
Privacy Policy: pipl.com/privacy 
Email Address: support@pipl.com, mail@pipl.com 
Requirements: Online submission, email verification 
Notes: Must enter the required URL with your name as explained on the page. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Property Shark     Updated: December 2018 
Website: https://www.propertyshark.com/ 
Removal Link: http://www.peoplefinders.com/manage 
Privacy Policy: https://www.propertyshark.com/mason/text/privacy_policy_tos.html 
Email Address: support@propertyshark.com 
Requirements: Email Submission 
Notes: Send email with removal request. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Private Eye     Updated: October 2018 
Website: privateeye.com 
Removal Link: http://www.peoplefinders.com/manage 
Privacy Policy: http://www.privateeye.com/static/view/privacy/ 
Email Address: support@peoplefinders.com 
Requirements: Remove entry from People Finders 
Notes: Send email with removal request. Removes data from several subsidiaries. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Public Info Services    Updated: October 2018 
Website: https://www.publicinfoservices.com/ 
Removal Link: None  
Privacy Policy: https://www.publicinfoservices.com/help-center/privacy 
Email Address: support@publicinfoservices.com 
Requirements: Email submission 
Notes: Send email with removal request. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Public Mail Records    Updated: October 2018 
Website: publicemailrecords.com 
Removal Link: None  
Privacy Policy: None 
Email Address: publicemailrecords@gmail.com 
Requirements: Online submission 
Notes: Send email with removal request. Removes data from several subsidiaries. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
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Service:  Public Records    Updated: October 2018 
Website: publicrecords.directory 
Removal Link: https://publicrecords.directory/contact.php  
Privacy Policy: https://publicrecords.directory/privacy.php  
Email Address: support@ publicrecords.directory 
Requirements: Online submission 
Notes: Send email with removal request. Removes data from several subsidiaries. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Public Records 360    Updated: October 2018 
Website: publicrecords360.com 
Removal Link: publicrecords360.com/optout.html 
Privacy Policy: www.publicrecords360.com/privacy.html 
Email Address: optout@publicrecords360.com, privacy@ publicrecords360.com 
Requirements: Postal mail submission 
Notes: Complete opt-out form and email with ID to optout@publicrecords360.com. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Public Records Search    Updated: October 2018 
Website: https://www.publicrecords.com/ 
Removal Link: https://secure.publicrecords.com/emailcontact.php 
Privacy Policy: https://www.publicrecords.com/privacy 
Email Address: https://secure.publicrecords.com/emailcontact.php 
Requirements: Email or call at 888.974.8907 
Notes: Send email with removal request. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Publishers Clearing House    Updated: October 2018 
Website: pch.com 
Removal Link: None 
Privacy Policy: www.pch.com/privacypolicy 
Email Address: privacychoices@pchmail.com 
Requirements: Email submission 
Notes: Send email with name and address and request to be removed from all databases. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Radaris     Updated: October 2018 
Website: radaris.com 
Removal Link: https://radaris.com/ng/page/removal-officer 
Privacy Policy: radaris.com/page/privacy 
Email Address: support@radaris.com, info@radaris.com 
Requirements: Online submission, email verification 
Notes: Select your profile; click “Information control” then “Hide Information”. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Research     Updated: October 2018 
Website: www.research.com 
Removal Link: www.research.com/people-search/opt-out 
Privacy Policy: www.research.com/privacy-policy 
Email Address: support@research.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
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Service: Reveal Name     Updated: October 2018 
Website: https://www.revealname.com 
Removal Link: https://www.revealname.com/opt_out 
Privacy Policy: https://www.revealname.com/# 
Email Address: support@ revealname.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service: Reverse Genie     Updated: October 2018 
Website: www.reversegenie.com 
Removal Link: None 
Privacy Policy: www.reversegenie.com/privacy.php 
Email Address: support@reversegeniwe.com 
Requirements: Postal mail or fax submission 
Notes: Follow online instructions at www.reversegenie.com/data_optout.php 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Reverse Phone Lookup   Updated: October 2018 
Website: www. reversephonelookup.com 
Removal Link: reversephonelookup.com/remove.php 
Privacy Policy: www.reversephonelookup.com/privacy.html 
Email Address: support@reversephonelookup.com, info@reversephonelookup.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Sales Spider     Updated: October 2018 
Website: salespider.com 
Removal Link: None 
Privacy Policy: www.salespider.com/index.php?privacy=1  
Email Address: support@salespider.com 
Requirements: Online submission 
Notes: Locate profile and select “Delete this profile”. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service: Search Bug     Updated: October 2018 
Website: https://www.searchbug.com/help.aspx?WHAT=people 
Removal Link: None 
Privacy Policy: www.searchbug.com/privacy.aspx  
Email Address: support@searchbug.com 
Requirements: Online submission 
Notes: Follow online instructions at www.searchbug.com/help.aspx?WHAT=people 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Spy Dialer     Updated: October 2018 
Website: www.spydialer.com 
Removal Link: www.spydialer.com/optout.aspx 
Privacy Policy: www.spydialer.com/privacy.aspx 
Email Address: support@spydialer.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
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Service: Spokeo     Updated: October 2018 
Website: spokeo.com 
Removal Link: www.spokeo.com/optout 
Privacy Policy: www.spokeo.com/privacy 
Email Address: support@spokeo.com, customercare@spokeo.com 
Requirements: Online submission, email verification 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  SpyFly      Updated: October 2018 
Website: www.spyfly.com 
Removal Link: https://www.spyfly.com/help-center/remove-info 
Privacy Policy: www.spyfly.com 
Email Address: support@spyfly.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Spytox      Updated: October 2018 
Website: www.spytox.com 
Removal Link: www.spytox.com/block-number 
Privacy Policy: www.spytox.com/privacy 
Email Address: hello@spytox.com 
Requirements: Online & Email submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  State Records     Updated: December 2018 
Website: https://staterecords.org/ 
Removal Link: None 
Privacy Policy: http://members.staterecords.org/customer/terms 
Email Address: support@staterecords.org 
Requirements: Email submission 
Notes: Send email with removal request. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Super Pages     Updated: October 2018 
Website: www.superpages.com 
Removal Link: https://www.whitepages.com/suppression_requests 
Privacy Policy: www.superpages.com/about/privacy.html 
Email Address: support@superpages.com, info@superpages.com 
Requirements: Online submission 
Notes: "Remove from Directory" at the footer of the page 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Sync Me     Updated: October 2018 
Website: Sync.me 
Removal Link: sync.me/optout/ 
Privacy Policy: sync.me/privacy/ 
Email Address: ken@sync.me 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 



Hiding From The Internet | Personal Data Removal Workbook | IntelTechniques.com 

Service:  Tenn Help     Updated: October 2018 
Website: https://www.tennhelp.com 
Removal Link: https://www.tennhelp.com/public-resources/change-listing.html 
Privacy Policy: https://www.tennhelp.com/public-resources/privacy-policy.html 
Email Address: https://www.tennhelp.com/public-resources/contact-us.html 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  That’s Them     Updated: October 2018 
Website: thatsthem.com 
Removal Link: thatsthem.com/optout 
Privacy Policy: thatsthem.com/privacy 
Email Address: Unknown 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Thomson/Westlaw/CLEAR   Updated: October 2018 
Website: thomson.com 
Removal Link: None 
Privacy Policy: www.thomsonreuters.com/en/privacy-statement.html 
Email Address: west.privacypolicy@thomson.com 
Requirements: Email submission 
Notes: Send email with removal request. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  TLO      Updated: October 2018 
Website: tlo.com 
Removal Link: None 
Privacy Policy: www.tlo.com/privacy.html 
Email Address: CustomerSupport@TLO.com, TLOxp@transunion.com 
Requirements: Email submission 
Notes: Send completed extended opt-out form and documentation to both email addresses. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service: Tower Data     Updated: October 2018 
Website: www.towerdata.com 
Removal Link: dashboard.towerdata.com/optout/ 
Privacy Policy: www.towerdata.com/company/privacy_policy 
Email Address: privacy@towerdata.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service: True People Search    Updated: October 2018 
Website: https://www.truepeoplesearch.com 
Removal Link: https://www.truepeoplesearch.com/removal 
Privacy Policy: https://www.truepeoplesearch.com/privacy 
Email Address: https://www.truepeoplesearch.com/contact 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
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Service: Truth Finder     Updated: October 2018 
Website: https://www.truthfinder.com 
Removal Link: https://www.truthfinder.com/opt-out/ 
Privacy Policy: https://www.truthfinder.com/privacy-policy/ 
Email Address: support@truthfinder.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  UFind      Updated: October 2018 
Website: ufind.name 
Removal Link: None 
Privacy Policy: ufind.name/privacy 
Email Address: support@ufind.name 
Requirements: Email submission 
Notes: Send email with removal request. Removes data from several subsidiaries. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  USA People Search    Updated: October 2018 
Website: https://www.usa-people-search.com 
Removal Link: https://www.usa-people-search.com/manage/ 
Privacy Policy: https://www.usa-people-search.com/Privacy.aspx 
Email Address: https://www.usa-people-search.com/contact.aspx 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  US Identify     Updated: October 2018 
Website: usidentify.com 
Removal Link: None 
Privacy Policy: www.usidentify.com/company/privacy.html  
Email Address: privacy@peoplesmart.com 
Requirements: Postal mail submission 
Notes: Send custom opt-out form to address on privacy policy page. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  US Phonebook    Updated: October 2018 
Website: www.usphonebook.com 
Removal Link: www.usphonebook.com/opt-out 
Privacy Policy: www.usphonebook.com/privacy 
Email Address: support@usphonebook.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  US Search     Updated: October 2018 
Website: ussearch.com 
Removal Link: ussearch.com/privacylock 
Privacy Policy: ussearch.com/about/privacy 
Email Address: cservice@ussearch.com, social@ussearch.com 
Requirements: Online submission and fax report 
Notes: Online removal tool will generate form. Fax form to 425-974-6242. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
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Service:  Vallasis/RedPlum-Main   Updated: October 2018 
Website: redplum.com 
Removal Link: redplum.com/tools/redplum-postal-addremove.html 
Privacy Policy: www.redplum.com/info/privacy 
Email Address: wecare@vallasis.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Valpak/Cox     Updated: October 2018 
Website: Valpak.com 
Removal Link: https://www.valpak.com/coupons/show/mailinglistsuppression 
Privacy Policy: http://www.skulocal.com/privacy-policy/ 
Email Address: info@skulocal.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Veripages     Updated: October 2018 
Website: https://veripages.com 
Removal Link: https://veripages.com/page/contact 
Privacy Policy: https://veripages.com/page/privacy 
Email Address: support@veripages.com  
Requirements: Email submission 
Notes: Send email with removal request. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Verify Peers     Updated: October 2018 
Website: verifypeers.com 
Removal Link: None 
Privacy Policy: www.verifypeers.com/Home/PrivacyPolicy  
Email Address: support@verifypeers.com  
Requirements: Email submission 
Notes: Send email with removal request. Removes data from several subsidiaries. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Verify Them     Updated: October 2018 
Website: https://www.verifythem.com 
Removal Link: https://www.verifythem.com/optout 
Privacy Policy: https://www.verifythem.com/privacy 
Email Address: support@verifythem.com 
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Westlaw     Updated: October 2018 
Website: www.thomsonreuters.com 
Removal Link: static.legalsolutions.thomsonreuters.com/static/pdf/opt_out_form.pdf 
Privacy Policy: thomsonreuters.com/en/privacy-statement.html 
Email Address: westlaw.privacypolicy@thomsonreuters.com 
Requirements: Postal mail submission 
Notes: Print form, complete, and mail to listed address. Include extended opt-out form. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
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Service:  White Pages     Updated: October 2018 
Website: whitepages.com 
Removal Link: None 
Privacy Policy: www.whitepages.com/data-policy  
Email Address: support@whitepages.com 
Requirements: Online submission 
Notes: Locate profile, click “Edit”, create anonymous account, delete as desired. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  White Pages Plus    Updated: October 2018 
Website: whitepages.plus 
Removal Link: https://whitepages.plus/remove 
Privacy Policy: https://whitepages.plus/privacy 
Email Address: mail@whitepages.plus  
Requirements: Online submission 
Notes: Online removal tool will complete the process. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Whoodle      Updated: October 2018 
Website: whoodle.com 
Removal Link: None 
Privacy Policy: https://www.whoodle.com/privacy  
Email Address: support@whoodle.com 
Requirements: Email submission 
Notes: Send email with removal request. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  WYTY      Updated: October 2018 
Website: wyty.com 
Removal Link: None 
Privacy Policy: https://www.wyty.com/privacy/ 
Email Address: privacy@wyty.com 
Requirements: Email submission 
Notes: Send an email to privacy@wyty.com including First Name, Last Name, public address. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Yasni      Updated: October 2018 
Website: yasni.com 
Removal Link: None 
Privacy Policy: yasni.com/privacy 
Email Address: info@yasni.com, support@yasni.com 
Requirements: Remove data from the original source 
Notes: No removal option, but will identify sources of data. Will refresh occasionally. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  Yellow Pages     Updated: October 2018 
Website: www.yellowpages.com/reversephonelookup 
Removal Link: None 
Privacy Policy: corporate.yp.com/privacy-policy/ 
Email Address: ypcsupport@yp.com, press@yp.com 
Requirements: Online submission 
Notes: Select profile and choose “Remove Listing”. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
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Service:  Zabasearch     Updated: October 2018 
Website: zabasearch.com 
Removal Link: None 
Privacy Policy: zabasearch.com/privacy.php 
Email Address: info@zabasearch.com, response@zabasearch.com 
Requirements: Fax submission 
Notes: Send your custom opt-out request form via fax to 425-974-6194. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 
Service:  ZoomInfo     Updated: October 2018 
Website: zoominfo.com 
Removal Link: None 
Privacy Policy: www.zoominfo.com/business/about-zoominfo/privacy-center 
Email Address: info@zoominfo.com, support@zoominfo.com 
Requirements: Online submission, email verification 
Notes: Click “Is this you?” in your profile. Signup and delete desired details. 
Date: ___________ Response: _______________________ Verified Removal: _______ 
 


